UBND TINH DIEN BIEN CONG HOA XA HOI CHU NGHIA VIET NAM
SOY TE Doc 1ap — Tw do — Hanh phuc

S$6:2151 ISYT-VP
VIV Canh bao 16 hong bao mat anh
huong Cao trong cic san pham
Microsoft cong bd thang 11/2022

Dién Bién, ngay 24 thang 11 nam 2022

Kinh giri: Cac don vi truc thudc S6' Y té.

Thuc hién Cong van sé 188L/STTTT-CNTT ngay 14/11/2022 cua S
Thoéng tin va Truyén thdng vé 16 hong bao mat anh huong cao trong cac san
pham Microsoft cong bd thang 11/2022. Bé dam bao an toan thong tin cho hé
théng théng tin trong nganh Y té. So Y té dé nghi cac co quan, don vi truc thudc
thuc hién ngay mot sé noi dung nhu sau:

1. Kiém tra, ra soat, xac dinh may st dung hé diéu hanh Windows c6 kha
nang bi anh hudng. Thuc hién cap nhat ban va kip thoi dé tranh nguy co bi tAn
cong (tham khdo thong tin tai phu luc kem theo).

2. Tang cuong theo ddi giam sat hé thong va cd phuong an xt 1y khi phat
hién c6 diu hiéu bi khai thac, tin cong mang.

3. Phdi hop v6i Trung tdim CNTT&TT S¢ Thong tin va Truyén thong
kiém tra, ra soat, kip thoi xur ly ddi véi cac hé théng hién dang quan 1y; bd tri bd
phan ung clru sy ¢ hd tro cac don vi khic phuc su c¢d khi ¢6 yéu cau.

Pau mdi hd tro, tng cru an ninh mang S& Thong tin va Truyén thong:
D/c Nguyén Manh Cudng - Trung tim CNTT&TT, dién thoai 0946.560.568.

Vin phong S¢ Y té&: B/c. Phan Qubc Toan - Phd Chanh Vian phong S0 Y
té, PT: 3831777 - 0915350789 Email: toanpg.syt@dienbien.gov.vn.

Nhén dugc van ban nay S0 Y té dé nghi Lanh dao cac co quan, don vi
tryc thudc chi dao trién khai thyc hién./.

Noi nhgn: GIAM POC
- Nhu trén; rCHU A

- Céc phong CN; ) A 2

-GDb vacacPGDb So Y té;

- Luu: VT, VP.
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(Kém theo Céng vin sé

PHU LUC

THONG TIN VE LO HONG BAO MAT
TRONG SAN PHAM MICROSOFT

ISYT-VP ngay /

1. Thong tin cac 16 hong biao mat

11/2022 ciia S6 Y té)

STT

CVE

Mo ta

Link tham khao

CVE-2022-41082,

CVE-2022-41040,
CVE-2022-41080,

https://msrc.microsoft.co

m/update-
guide/vulnerability/ CVE-

2022-41082
https://msrc.microsoft.co

m/update-
guide/vulnerability/ CVE-

- Piém CVSS: 8.8 (Cao)
- L& hong trong Microsoi

2022-41040
https://msrc.microsoft.co

Exchange Server cho phép
doi tugng tan cong thyc thi

m/update-
guide/vulnerability/ CVE-

ma tor xa, nang cao dac

2022-41080

1 quyen. https://msrc.microsoft.co
CVE-2022-41079, "4 huéng:  Microsoftm/update-
CVE-2022-41078, Exchange Server 2016 CUguide/vulnerability/CVE-
CVE-2022-41123 3/22, Exchange Server2022-41123

2019 CU 11, Exchangehttps://msrc.microsoft.co

Server 2013 CU 23 m/update-
guide/vulnerability/CVE-
2022-41078
https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2022-41079

- biem CVSS: 8.8 (Cao)

- L& hong trong trong

Windows Scripting

Languages cho phép doihttps://msrc.microsoft.co

tuong tan cong thuc thi mam/update-

tr xa. Lo hong nay dang biguide/vulnerability/CVE-

) CVE-2022-41128, khai thac trong thyc té. 2022-41128
CVE-2022-41118 | Anh huong: Windowshttps://msrc.microsoft.co

Server m/update-

2008/2012/2016/2019/2022
. Windows 11/10/8.1/7.

guide/vulnerability/ CVE-
2022-41118
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CVE-2022-41091

- Piém CVSS: 5.4 (Trung
binh)

- L& hong trong Windows
Mark of the Web cho phép
do1 tugng tan cong thuc hi¢n
tin cong vuot qua co ché
bao mat.

https://msrc.microsoft.co

Anh  huong:  Windows
10/11, Windows Server
2016/2019/2022.

m/update-
guide/vulnerability/CVE-

2022-41091

CVE-2022-41073

“Diém CVSS: 7.8 (Cao)

- L& héng Windows Print
Spooler cho phép (101 tuong
tan cong thuc hién tan cong

https://msrc.microsoft.co

nang cao dic quyen.

- Anh huong: Windows
Server
2008/2012/2016/2019/2022
, Windows 11/10/8.1/7.

m/update-
guide/vulnerability/CVE-
2022-41073

CVE-2022-41125

- biém CVSS: 7.8 (Cao)

- L& héng Windows CNG
Key Insolation Service cho
phép dbi tuong tan cong
thuc hién tan céng nang cao

https://msrc.microsoft.co

dac quyén.
- Anh huong: Windows

8.1/10/11, Windows Server
2012/2016/2019/2022

m/update-
guide/vulnerability/CVE-
2022-41125

CVE-2022-41044,
CVE-2022-41088,
CVE-2022-41039

- Piém CVSS: 8.1 (Cao)

- L& hong trong Windows
Point-to-Point cho phép dbi
tuong tan cong thuc thi ma
't Xa.

- Anh  huong: Windows

https://msrc.microsoft.co

m/update-
guide/vulnerability/ CVE-

2022-41044
https://msrc.microsoft.co

m/update-
guide/vulnerability/ CVE-

2022-41088
https://msrc.microsoft.co

8.1/10/11, Windows Server
2012/2016/2019.

m/update-
guide/vulnerability/ CVE-
2022-41039
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CVE-2022-41105,
CVE-2022-41106,
7 |CVE-2022-41063,
CVE-2022-41104

- Diém CVSS: 7.8 (Cao)

- L) hong trong Microsoft
Excel cho phép dbi tuong
tan cong thuc thi ma tir xa,
tan cong gia mao
(Spoofing), thuc hién tin
cong vuot qua co ché bao
mat.

- Anh huéng: Microsoft
Excel 2013/2016,
Microsoft ~ Office,
Microsoft 365.

https://msrc.microsoit.co

m

update-
guide/vulnerability/CVE-

2022-41105
https://msrc.microsoft.co

m

update-
guide/vulnerability/ CVE-

2022-41106
https://msrc.microsoft.co

m

update-
guide/vulnerability/CVE-
2022-41063
https://msrc.microsoft.co

m

update-
guide/vulnerability/CVE-
2022-41104

2. Hwéng dan khic phuc

Bién phap t6t nhit dé khic phuc 13 cip nhat ban va cho cac 16 hong bao
mat nodi trén theo hudng dan cia hang. Quy don vi tham khdo cac ban cap nhat
phu hop cho cac san pham dang stir dung tai link nguén tham khao tai muc 1 cta

phu luc.

3. Tai liéu tham khao
https://msrc.microsoft.com/update-guide/releaseNote/2022-Nov

https://www.zerodayinitiative.com/blog/2022/11/8/the-november-2022-

security-update-review
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